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COMPANY OVERVIEW SAVi
BACKGROUND/LOCATIONS AW ESUM

TES

Company Headquarters

Engineering Center

#% 5620 N. Kolb Road Suite 160
® Tucson, AZ 85750

(520) 575-7283

TES creates cost effective, highly reliable and safe
and secure solutions of enterprise and embedded
hardware and software systems through a Model-
based Modular Open Systems Approach (MMOSA™),
exceptional design, development, integration and 22,500 sqft Office/Secure Laboratories
verification.

* Founded in 1997; Approximately 70 employees with 75% holding
engineering degrees
* 1SO 9001:2015/AS9100D certified, AS9115 compliant

Manufacturing &
Laboratories
.~ 3431 E. Hemisphere Loop
# Tucson, AZ 85706
il (520) 741-2144

11,000 sqft Office/Manufacturing Facilities

TES will lead the Industry in engineering
solutions to the Worlds’ problems.

Huntsville, Alabama

7501 S. Memorial Pkwy SW,
Suite 218

= Huntsville, AL 35802
@R (256) 213-7657

Our Mission:

To deliver innovative engineering solutions, TES Subsidiary — MMOSA™ Tools & Services
methods and tools that accelerate the 5620 N. Kolb Road Suite 100
development of best-of-breed products for SA \/ | (T5u2cos)ozéggfg,o750
government and industry customers. '
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The Promise of Modular Open Systems Approach (MOSA)

Advances in Applying a Model-based Modular Open Systems Approach
(MMOSA™) to Hardware and Software Verification and Conformance

Tucson Embedded Systems, Inc.® and TES-SAVi
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The Modular Open Systems Approach
(MOSA) Promise

Utilize “best-of-breed” technologies

Build more complex functionally capable systems
Reduce cost

Reduce schedule (Time to field)

Update systems
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Hardware Open Systems
Technologies (HOST)

OpenVPX, others

Future: Other
Embedded
computing
architectures

Core MOSA Standards for
U.S. Military Aviation

Pl

Future Airborne Capability Environment

Future Airborne Capability
Environment (FACE™)

Operating System
APIs

1/0O interfaces
* Messaging APIs
o Data Architecture

SOSA

Sensor Open Systems Architecture

Sensor Open Systems
Architecture (SOSA™)

OpenVPX

Sensors
Networking
Software Interfaces
Messaging

$Avi

AWESUM:

CMOSS

C4ISR/EW Modular Open
Suite of Standards

C4ISR, EW and
platform
interoperability
Network data bus
Sharing of services
I.e. Time, Position,
Orientation

Many other Open Standards such as MORA, VICTORY, etc. are leveraged for MOSA

Standards compliment each other (even though they often overlap)
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Primary Challenges of MOSA verification and conformance

Advances in Applying a Model-based Modular Open Systems Approach
(MMOSA) to Hardware and Software Verification and Conformance

Tucson Embedded Systems, Inc.® and TES-SAVi
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6 Some MOSA Challenges

TES

« Large number of possible test configurations for
hardware and software

« Lack of comprehensive verification and conformance
environments

o Custom program needs that may conflict with technical
standards

e Lack of, or ease of access to tests, test data and
conformance results

* Various and incompatible tools used by organizations
 Mismatch of tools to standards
o Different editions/versions of standards adherence

Open standards do not guarantee interoperability
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Categories of MOSA Challenges 8

Ambiguous requirements
Traceability and coverage Issues

Verification and conformance tool-chain
differences and incompatibilities

Conflicting requirements of different
components

Details of Multidisciplinary technical data:
Electrical, Mechanical, Power, Cooling, Software,
and Integration

Open standards do not guarantee interoperability
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Methods to Mitigate the Challenges of MOSA verification and
conformance

Advances in Applying a Model-based Modular Open Systems Approach
(MMOSA) to Hardware and Software Verification and Conformance

Tucson Embedded Systems, Inc.® and TES-SAVi
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o Enter: Model-based Modular Open Systems $avi
Approach (MMOSA) AWESUM

TES

o Utilize “Big Data” techniques to coordinate ALL
requirements, design, and data in one unified
model

e Multi-tool support
« Validate throughout the process

 Verify all standards through formal processes
with full bi-directional, directional tracing

Traditional Toolchains are unable to manage the size and complexity of

data, behavior and interactions

Copyright (C) Tucson Embedded Systems, 2020-2021 — All Rights reserved 12



Mitigating the Challenges of MOSA $Ai
verification and conformance AWESUM

TES

« Holistic approach to MMOSA, assisting with:
— Clarifying ambiguous requirements
— Deconflicting requirements
— Requirements and Test traceability and coverage
— Centralizing conformance toolchain
— Handling of multidisciplinary technical data

MMOSA Processes and AWESUM Toolchain managing the additional challenges of MOSA

Copyright (C) Tucson Embedded Systems, 2020-2021 — All Rights reserved 13
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Successful projects proving the MMOSA process and AWESUM
toolchain

Advances in Applying a Model-based Modular Open Systems Approach
(MMOSA) to Hardware and Software Verification and Conformance

Tucson Embedded Systems, Inc.® and TES-SAVi
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v ok The Art of the Possible MMOSA Architecture
: m:m \ . i

«WEarly MMOSA™ Testbed -

00

©owoll Sensor Suite: Lidar, Radar, Camera,
.o Lane Detection, INS, GPS

4 AL 7T SANES S ey SR
L o Y. &

K]
Primitive

Control Unit

AWESUM

MMOSA Toolchain:

Monitor & Model components,
Simulation messages, integration,
(Digital Twin) simulation for validation

VNU/INS &

_ : Comms Mgmt
Differential GPS

(Voice and Remote Monitoring) :
Copyright (C) Tucson Embedded Systems, 2020-2021 — All Rights reserved Processmg 15
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AWESUM FAME:

FACE Data Architecture
Modeling Environment F/
Provides: o

FACE 2.1, 3.0 Data Modeling (Full round-trip)

Code, Functional Test & Document Auto-
Generation

Entity Model Automation thru NLP & Wizards
Scripting
FACE v3.0 Integration (3.1 - 2021)

— Implements FACE Integration Model (Enterprise
Integration Patterns (EIP)) including Data
Transformations, Data Conversions, Data Filters,
Data Sources and Data Sinks

FAME: FACE Development 1N
AWESUM MMOSA AWESUM

Top-down Modeling and Integration:

Import/Export FACE 2.1 &3.0 data models
or build data models with FAME GUI interface
Graphically build integration between UoPs

Auto-generate TSS types and TSS interface
software

C/C++, Ada, Java thru FACE ecosystem tools
Import/Export IDL
Support TS for TCP, UDP, and RTI-DDS

Copyright (C) Tucson Embedded Systems, 2020-2021 — All Rights reserved 16
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HOST SBIR

HOST Conformance
AWESUM MMOSA

Leverage AWESUM MMOSA to create
HOST Conformance Test Suite called “HARMONY”

Metrics

Start to finish management of conformance Requirements:. 10,920
— Support for most modules, profiles, and 1/O =

- OpenVPX-3U &6U wii] By W e
Full traceability Tier 1, Tier 2, Tier 3, & Supporting Standards
Following FACE Conformance two-fold approach

— Supports Conformance Verification Matrix (CVM)

— Supports Test Generation: Manual, Inspection, and automated test suite

Document Mgmt: VITA, IEEE, TES,
HOST, Vendor Tier 3’s, MIL-Stds, ...

Supports internal and external
test capability

Copyright (C) Tucson Embedded Systems, 2020-2021 — All Rights reserved 17
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Wireless & Smart Cable Sy

AWESUM MMOSA AWESUM

Utilizes radio network as conduit for
virtual cable (tactical)

Allows remote tactical control

Built-in monitoring, management &
control

AWESUM MMOSA used for Systems, HW
& SW Requirements, Design, Development,
Test, Traceability

Copyright (C) Tucson Embedded Systems, 2020-2021 — All Rights reserved
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¢ AWESUM MMOSA AWESUM

k

ARCM FACE UoCs (in progress)

» Airborne Radio Control Manager (ARCM) Software Application

« AWESUM MMOSA used for Requirements, Design, Development,
Test, Traceability, Artifacts (Autogen)

e DO-178C DAL “‘C’, FACE Technical Standard Edition 3.1, and AR
70-62

* Five Units of Conformance to be verified
(~120k SLOC Control — 450k SLOC total)

* Flight Qualification and Integration

FACE Boundary

PPPPPPPPPPP ponents Segment

ccccccccc

‘ ( aaaaaaaaa pecific Services Se gment
)
3
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« Aircraft Survivability Equipment (ASE)

— AWESUM MMOSA used for Developing FACE Platform
Specific Device Services (PSDS) for 7 devices and 2 variants
(Autogen of > 500k SLOC; FACE conformant; DO-178C DAL C)

« Tactically Exploited Reconnaissance Node (TERN)

— AWESUM MMOSA used for Requirements & Design Artifacts
for AirWorthy avionics FACE architecture for UAS control (DO-
254, DO-178C, DAL B-C, FACE 3.0

 FACE Common Operating Environment (COE)

— Common Operating Environment for hosting FACE 3.1
applications supporting several Military Projects

— AWESUM MMOSA used for Requirements, Design, Verification
of FACE 3.1 COE

Copyright (C) Tucson Embedded Systems, 2020-2021 — All Rights reserved 20
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Demonstrations

FACE Verification & Conformance

FACE DA Validation and FACE Interface Functional Verification
HOST Conformance

Tucson Embedded Systems, Inc.® and TES-SAVi
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FACE Verification & Conformance
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AWESUM:

® Platform Data Model RIG_SpeedRealization_PDM_Package
* | Platform Data Model RIG_ImageRealization_PDM_Package
» | Platform Data Model RIG_ModeledDamainConcapts_PDM_Package
» | Platform Data Model RIG_AircraftAirportArrival_POM_Package
» (] pratform Data Madel RIG_Compasi ifemp‘ taExample_Package
> Plurfor Data Modal RIG. Fqu ivalentEnt lny'rom Iate_Example

¥ ] Data Model SDM_3.0_3

» [ Conceptual Data Model Conceptual_Model

» {1 Logical Data Madel FACE_Shared_Data_Model_Logical

(1) UoPModel UoP_Model

I t4odel Integration_Model

2, Traceability Model Traceability Model

ry
» 3 validate Conceptual Element: Sensor
» 3 validate Conceptual Element: Object
» ) validate Conceptual Element: Rotor

» (@3 validate Logical Modal

» 3 validate Platform Model

selection [ Parent List | Tree [ Table [ Tree with Columas |
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 FACE Conformance Test Suite (CTS) is the The Version matters
official FACE conformance tool for FACE The SDM matters
0S, 10S, TSS, PCS, PSSS, and Data The tgolcham matters,
Architecture (DA) Interfaces SUE 18] DELE

Architecture test

« AWESUM performs FACE DA T~ S —
verification functions and QuickFix = .. =
common errors & — &=

] properties £ Project Chronicle & x - G;I EE
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O e AWESUM auto-generates
3= &P \’F[].—Jaﬂ#-o‘i.v - a = o
Capability Interface Functional F&s

1% Package Explorer =5 |__ Radio_ARC 2.
dTest gethnddDatalntercp 00 - ol

and robustness tests for FACE =

» B R2C2_Unified_Model_Tests
getCemalnterhessageGep 00 ol
getCimaLimitOffset 00 o

= - qetCamalimitOffset_beaunds 000 o
a I Ca I O n S getComaLimit Offset_bounds 010 veud
getCamaLimitOffset_bounds 0_2()  void

getCsmaPrecedenceMode 00 v

that are beyond the scope of FACE E==me

getDatainterfaceDevice 00 ol
getDataPolarity 0 /o
getDataPotMode 04
conformance S
getbtemaliClock 0() : voud
getExtemaiCryptoMede 00
getEtemalPowerAmp 0{)
getHpaFaultReporting 00 o
getifmTesnsitionMeode 00
getkgd4Phasing 0()
getLnaBypass 00 w0

Code generation complete. : 4
2,814 test cases ::m“;«f;:tm
137,511 lines of code (SLOC) qetPlatformType 00
2,436,725 lines of data getPobialue () o1

asseruru:[rmsuge

getPowerlipBitControl 00 - void
: getand, getRemoteMode 00 -
”“:_ﬂml:twn“m getRxClockPolarity 00
ajar Az b getStepBits 0]
asurt?metrun%tue getTuneFiltersStatus 0 ol
asserﬂrue(rans:ase P diy e
- - - getTeClockSource 00
getTeRxllockOutputStyle 0() : ven!

getVersion 00 o
getVersion_bounds 0 0()
getVersion_bounds 0_1()

Trus(runstage(s, =

Stage 7: getDataCl ut getVersion_bounds 0 2() . voud
assertTrue(runStage(d, “testapis.Configuration”, ConfigurationTestAPTs.GET_DATA_CLOCK_OUTPUT_METHOD)); getiersion_bounds. 030
/ Stage 10: getDetalnterfaceDevice gdh’mn-buunds-o-alu
assert?ful:funsuge(m. estapis.Conflguration”, ConfigurationTestAPIs.GET_DATA INTERFACE DEVICE METHOD)); =i el
i . © - getVersion_bounds 0 5() - voud

Stage

getWermicn_bounds 060
getVersien_bounds 0 7()

is e e OoDOOROOOOOREROERDOEOODROREOTOTOODOORY

t Platiorm Sate Jnit 51 ¥ 0 g =

) e o = il = o Seare B T o getVersion_bounds_0_B0)

Runs: 00 B Erars: O B Faibures: 0 getVersien_bounds 0 9()
shvailable 00 o

= Failure Trace =] @ loadCamaDats 0 ; void

[ e v

Writable Smart Insert sns;u .W izing dava Tooling: (0%}

Unable to demonstrate due to security restrictions
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FACE DA Validation and FACE Interface Functional Verification SV
y Auto-generated Functional Tests for FACE Interfaces AWESUM

TES

Functional testing and coverage analysis is needed for trustworthy processes

DAL-A 72 DO-178 Objectives
! 65 of 72 (or 90%) Developer
L . Verification A4.1 7 of 72 (or 10%) Integrator
- phe Ad2
Validation 2
Project m‘. A4.3
Definition E Ve ation Ad.4
and Validation .
A4.5 |A5.1 A7.1
d lnTn utl-:. Project A4.6 | A5.2 A7.2
e est, a ec
“0:“'“" ve ,éﬁ Lo e AL.1[A2.1[A3.1] A47 |A53 A7.3
Integration Al.2 |A2.2 |A3.2| A4.8 |AS5.4 A7.4|A8.1
lf“pl ar Jentlon Al.3 |A2.3|A3.3| A4.9 |AS5.5|A6.1 |A7.5|A8.2|AS.1
Al.4 |A2.4|A3.4| A4.10 |A5.6 |A6.2 |A7.6 | A8.3 | AS.2
E: Al.5 |A2.5|A3.5|A4.11 |A5.7 |A6.3 |A7.7 | A8.4 | A9.3 | A10.1
e Al1.6 |A2.6 |A3.6 | A4.12 | A5.8 | A6.4 |A7.8 | AB.5 | A9.4 | A10.2
Al.7 |A2.7 |A3.7 | A4.13 | A5.9 | A6.5 |A7.9 | A8.6 | AS.5 | A10.3
- - — A-1 — Software Planning Process
e . 2 A-2 — Software Development Processes
= N M A-3 — Verification of Outputs of Software Requirements
Column: Ay v seac (seanch] Process
Suite / Procedure Test / Stage Device Function  TestCases  Results TestPoints  Description § ﬂA-4 — Verification of Outputs of Software Design Process
a7 Tests -r- - .
?muvdi‘resel im i“ Test of unsupported funchion - savePreset - Saves the data associated with A-S - Venflcatlon Of OUtpUts Of SOftware COdIng and
3 lnmate;mset i i 1:‘1 a: :uru:ltun-' i - L;edsand;cr:':tesm spec |nteg|’a‘t|on Processes
retrievePreset et of pp d function - P = Retrieves the data associatec . .
':’ synchronize 1 1 Test of unsupported function - synchronize - Synchronizes the local capabi ﬂA'G - Testlng Of OUtpUtS Of IntegraUOn PTOCGSS
3 =eModulationType : 2 Testot o function = setMackistion Tye - Sets the maduistion A-7 — Verification of Verification Process Results
? getModulstionType 1 1 Test of P function - gy Type - Gets the modulation 12 ) )
2 setEncryptionType 1 1 Test of unsupparted function - setEncryptionType - Sets the encryption typ A-8 — Software Co nflguratlon Man agem ent Process
2 getEncryptionType Test o Bp function - getEncryptionType - G & encryption ty) H
3 Latncypenkey i i To o cppatd i stEncygorkiy S the ey b | A-9 — Software Quality Assurance Process
? getEncryptionKey 1 1 Test of unsupported function - getEncryptionKey - Gets the encryption key A-10 — Certification Liaison Process
P setSignalSource 1 1 Test of d function - setSignalSource - Sets the signal source for '
7 getSignalSource 1 1 Test of function - e - Gets the signal source for

Copyright (C) Tucson Embedded Systems, 2020-2021 — All Rights reserved 24



$Avi

AWESUM

O HOST Conformance

TES

o |everaging Tucson Embedded Systems (TES)
existing MMOSA and Model Based Testing
(MBT) capabilities

* Provide an infrastructure to validate
conformance of:
— Hardware
— Firmware
— Software

against modeled requirements.
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Conformance Verification Traceability AwWESUM
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MOST Confermance

e Conformance
Verification Structure e

m - :: "\-‘:--—--n-—'-—-':_____ e

Requirements
— HOST Tier 3 m |
Traces Traces
(Approach)

Requirements . T
e Test Cases idary WT L L| Traces

— Test Procedures Trapes W

» Test Results Ll Traces

e Traces — Directional with W(—Primary

Traces
Bi-Directional navigation

e —
tampantrs oeted mche
[ —————

e

»
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AWESUM Collaborate Architecture S

TES AWESUM
o
Cloud/Backend ~ 00
Server(s) Model
Connected - User Auth Compqnent
o - Data/Component Repository
Users Mgmt p—“ L.
- Doc Mgmt Document &
Remote - Synch Drawing
Sync Repository
N~

Bollaborate Web

Application
Data Management

: SUPPOrts contlnuous huild and mtegr (
Release Management - Document Gefera |on and Release
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HOST Conformance:
HOST HARMONY Web Interface

& @ locathosta2 o 1
. . . .
HOST Application Configuration
Devices APls
Application Configuration
Device Testing
Controls linux-175 Linux-175 g |
AWESUM Testing
Bu-she Gu-SBC
+ new Host Device
linux-99 Linux-93 cq |
& all Host Devices
Pigeon Chassis Manager _
10101094 [
a1910% 10101094 oL
3u-sbe 3u-SBC =W

TR
Pigen Chunut Mgt 1919494 ¢

Cer wlt paries
Taks RECER PR
Mandler

Ty

Parser
e

PRy s Lang g

L I\%

AWESUM

HOST AWESUM Testing

AWESUM Model Test Suites AWESUM Test Reports AWESUM Ry

AWESUM Model Test Scripts

Available AWESUM Model Test Scripts

2 AWESLIM Model Test Soripts

txeoe
Sactslne Tes: See
Py
Chassis Manager Tests
+
B LB
ik AWESUM Test Reports
MRl | Mt
Tieacsted  Bepoctame Tol  Toml  ViewTat
Fabed  Passed  Resalts
#iTem 1 1 Vi
Shaianager ! v
AT Ve
Shettnager 1 : Ve
AT 1 Ve
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HOST HARMONY Approach:

e Conformance Test Station for NAVAIR’s HOST standard
— Developed under SBIR (Ph-1 & Ph-11 with Ph-111 expected 2019)

o Supports Conformance Test and CVM Generation
» Direct interface for OpenVPX Test Hardware

o Test Procedure Development Environment for OEMSs (Tier 3 development)
* Open and extensible data formats

» Extensible functionality through plugins

» Cross platform and supports web delivery

» Auto documentation of artifacts (MS-Word)

 DOORs Integration

Benefits:

«  Streamlined Conformance Process

*  Multi-Organization support with built-in security

* Web based tools to evaluate HOST conformant products

«  OEM tool development conformance verification artifacts (Model, Traces, Docs, Tests)
*  Full traceability eliminates ambiguity

Copyright (C) Tucson Embedded Systems, 2020-2021 — All Rights reserved
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Conclusion

Advances in Applying a Model-based Modular Open Systems Approach
(MMOSA) to Hardware and Software Verification and Conformance

Tucson Embedded Systems, Inc.® and TES-SAVi
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« AWESUM FAME provides the premier environment supporting
FACE DA development and verification

« AWESUM MMOSA is proving to be a strong solution for managing the
complexities of MOSA for small and medium scale systems development
Efforts are underway to allow AWESUM to scale to large scale multi-
organization systems

« HARMONY provides a holistic approach to conformance of FACE, HOST &
SOSA

— Unified conformance toolchain for HW & SW
— Management of multidisciplinary technical data

— Disambiguates & Deconflicts requirements with full
requirements traceability and coverage

AWESUM MMOSA is a feasible approach to reduce the effort to prove OEM hardware

and software development, verification and conformance and thereby reduce integration
costs and enable faster hardware upgradability for U.S. Defense Platforms.
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Questions / Discussion

Advances in Applying a Model-based Modular Open Systems
Approach (MMOSA™) to Hardware and Software
Verification and Conformance

For additional information on our
TES-SAVi Model-based MOSA tools

Sean Mulholland and Ken Erickson TES/TES-SAVi

Sean@TucsonEmbedded.com KenE@TucsonEmbedded.com
StephenS@ TucsonEmbedded.com
https://tes-savi.com
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